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SEMICONDUCTOR APPARATUS 

Background of the Invention 
[0001] Technical Field of the Invention 

[0002] The present invention relates to semiconductor apparatuses for 
storing keys and data. 

[0003] Description of the Related Art 

[0004] A technology for reading data stored in a memory, at a high 
speed, called hashing has been conventionally used. In this technology, (i) data is 
associated with a key which uniquely identifies the data, (ii) the key is converted 
by a function (called a hash function), and the obtained result is used as an 
address for storing the key and data, and (lii) the key and data are stored at the 
address. In data reading, a key is converted by the hash function to an address, 
and data stored at the address is read. 

[0005] In general, since many inputs correspond to one output in hash 
functions, a plurality of different keys may be converted to one address 
(hereinafter called address coincidence). To prevent such address coincidence, it 
is preferred to use a hash function which converts keys to addresses uniformly 
distributed in an address space. But, it is difficult to obtain such a hash function. 
Therefore, a case may occur in which many sets of keys and data are associated 
with an address whereas no set of keys and data is associated with other 
addresses. 

[0006] Technologies, such as open hashing and closed hashing, can be 
used to store keys and data even when such address coincidence occurs. 
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[0007] When technologies such as open hashing are used, even if 
address coincidence occurs to some extent, it is possible to store keys and data. 
Even when technologies such as open hashing are used, however, If address 
coincidence occurs more than some extent, it is impossible to store keys and 
data. Therefore, the storage area cannot be effectively used. 

[0008] Accordingly, an object of the present invention is to provide a 
semiconductor apparatus capable of using the storage area effectively. 

Summary 

[0009] To solve the forgoing problem, a semiconductor apparatus 
according to the present invention is a semiconductor apparatus for storing a key 
and data, including first to N-th (N is a natural number equal to or greater than 
two) storage sections having first to N-th storage capacities, respectively, for 
storing an externally-lnput key or data at a received address in key-and-data 
writing; and when a key and data are stored at a received address, for outputting 
the key and data and, when a key or data is not stored at a received address, for 
outputting a first signal indicating that a key or data is not stored at the received 
address, in key-and-data reading; first to N-th comparison sections for comparing 
the externally input key with keys output from the first to N-th storage sections, 
and when the externally input key matches the keys output from the first to N-th 
storage sections, for outputting a second signal indicating that the externally input 
key matches the keys output from the first to N-th storage sections, and when the 
first to N-th storage sections output the first signals, for outputting a third signal 
Indicating that the first to N-th storage sections output the first signals, in key-and- 
data writing Into the first to N-th storage sections; and for comparing the externally 
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input key with keys output from the first to N-th storage sections, and when the 
externally input key matches the keys output from the first to N-th storage 
sections, for externally outputting data output from a storage section which 
outputs the key that matches the externally input key, among the first to N-th 
storage sections, in key-and-data reading from the first to N-th storage sections; a 
first calculation section for performing a first calculation which associates the 
externally input key with a first address in many-to-one correspondence; a second 
calculation section for performing a second calculation which associates the first 
address with a second address in one-to-one correspondence; a first processing 
section operating when a key and data are written, for sending the first address to 
the first to N-th storage sections; when the second signal is received from the M- 
th (M is a natural number equal to or less than N) comparison section, for storing 
the externally input data at the first address in the M-th storage section; when the 
second signal is not received from any of the first to N-th comparison sections and 
the third signal is received from one or more of the first to N-th comparison 
sections, for storing the externally input key and data at the first address in the 
first storage section obtained when a storage section or storage sections that 
output the first signal among the first to N-th storage sections are arranged in a 
first order; when the second signal is not received from any of the first to N-th 
comparison sections and the third signal is not received from any of the first to N- 
th comparison sections, for sending the second address to the first to N-th storage 
sections; when the second signal is received from the L-th (L is a natural number 
equal to or jess than N) comparison section, for storing the externally input data at 
the second address in the L-th storage section; and when the second signal is not 
received from any of the first to N-th comparison sections and the third signal is 
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received from one or more of the first to N-th comparison sections, for storing the 
externally input key and data at the second address in the first storage section 
obtained when a storage section or storage sections that output the first signal 
among the first to N-th storage sections are arranged in a second order; and a 
second processing section operating when data is read, for sending the first 
address to the first to N-th storage sections; and when the second signal is not 
received from any of the first to N-th comparison sections, for sending the second 
address to the first to N-th storage sections. 

[0010] With the above-described structure, the storage area can be 
used effectively. 

Brief Description of the Drawings 

[0011] Fig. 1 is a view showing the structure of a semiconductor 
apparatus according to an embodiment of the present invention. 

[0012] Fig. 2 is a view showing data stored in memories 6 to 10 shown 
in Fig. 1. 

[0013] Fig. 3 is a view showing data stored in the memories 6 to 10 
shown in Fig. 1 . 

[0014] Fig. 4 is a view showing data stored in the memories 6 to 10 
shown in Fig. 1. 

[0015] Fig. 5 is a view showing data stored in the memories 6 to 10 
shown in Fig. 1 . 

[0016] Fig. 6 is a view showing data stored in the memories 6 to 10 
shown in Fig. 1. 
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[0017] Fig. 7 is a view showing data stored in the memories 6 to 10 
shown in Fig. 1 . 

[0018] Fig. 8 is a view showing an exemplary ratio of the storage 
capacities of the memories 6 to 10. 

Detailed Description 

[0019] An embodiment of the present invention will be described below 
by referring to the drawings. 

[0020] Fig. 1 is a view showing a semiconductor apparatus according to 
an embodiment of the present invention. As shown in Fig. 1, the semiconductor 
apparatus 1 is provided with a first-hash-function calculation section 2, a second- 
hash-function calculation section 3, a data writing processing section 4, a data 
reading processing section 5, memories 6 to 10, and key comparison sections 11 
to 15. 

[0021] A key is input from an external circuit to the first-hash-function 
calculation section 2. The first-hash-function calculation section 2 performs a 
calculation of a first hash function; 

[0022] y = hash1(x) (1) 

[0023] which associates the input key with a first address in many-to- 
one correspondence. In expression (1), "x" indicates the input key, and "y" 
indicates the first address. The first-hash-function calculation section 2 sends the 
first address calculated from the input key, to the second-hash-function calculation 
section 3, to the data writing processing section 4, and to the data reading 
processing section 5. 
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[0024] The second-hash-function calculation section 3 performs a 
calculation of a second hash function: 

[0025] y = hash2(x) (2) 

[0026] which associates the first address with a second address in one- 
to-one correspondence. In expression (2), "x" indicates the first address, and "y" 
indicates the second address. The second-hash-function calculation section 3 
sends the second address calculated from the first address, to the data writing 
processing section 4 and to the data reading processing section 5. In the second 
hash function, the input "x" (first address) does not match the output "y" (second 
address). As the second hash function, a function which inverts the most 
significant bit (MSB) of the key and then Gray-Code-converts the key or others 
can be used. 

[0027] In a data writing operation in the semiconductor apparatus 1 , the 
external circuit inputs a key to the first-hash-function calculation section 2, to the 
data writing processing section 4, and to the key comparison sections 11 to 15, 
and inputs data and a write signal to the data writing processing section 4. The 
data writing operation in the semiconductor apparatus 1 will be described below 
by referring to Fig. 2 to Fig. 7. Fig. 2 to Fig. 7 show keys and data stored in the 
memories 6 to 10. 

[0028] The memories 6 to 10 have the same storage capacity, and are 
mapped onto the same address space. It is assumed in the present embodiment 
that a key "a" and data "a" are stored at an address "A" in the memory 6, a key "b" 
and data "P" are stored at the address "A" in the memory 7, and a key "c" and 
data "y" are stored at the address "A" in the memory 8, as shown in Fig. 2. In 
addition, it is assumed that a key "h" and data "9" are stored at an address "C" in 
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the memory 6, a key "i" and data "i" are stored at the address "C" in the memory 
7. a key "j" and data "k" are stored at the address "C" in the memory 8, a key "k" 
and data "X" are stored at the address "C" in the memory 9, a key "I" and data 'V" 
are stored at the address "C" in the memory 1 0. Further, it Is assumed that a key 
"n" and data are stored at an address "D" in the memory 6, a key "o" and data 
"o" are stored at the address "D" in the memory 7, and a key "p" and data V are 
stored at an address "E" in the memory 6. 

[0029] A=hash1(a) = hash1(b) = hash1(c) (3) 
[0030] C = hash1(h)=hash1(i)=hash1G)=hash1(k)=hash1(l) 

(4) 

[0031] D = hash1(n) = hash1(o) (5) 
[0032] E = hash1(p) (6) 
[0033] When the external circuit inputs a key "d" which satisfies the 

following expressions, data "5", and a write signal to the semiconductor apparatus 

1. 

[0034] A=hash1(d) (7) 
[0035] D = hash2(A) (8) 

[0036] the first-hash-function calculation section 2 outputs the address 
"A" serving as a first address to the second-hash-function calculation section 3 
and to the data writing processing section 4, and the second-hash-function 
calculation section 3 outputs the address "D" serving as a second address to the 
data writing processing section 4. 

[0037] When the data writing section 4 receives the addresses "A" and 
"D", it first outputs the address "A" to the memories 6 to 10. 



9319S-000614 

-8- 

[0038] When the memories 6 to 8 receive the address "A", they output 
the keys "a" to "c" to the key comparison sections 11 to 13, respectively. When 
the memories 9 and 10 receive the address "A", they output a first signal ("Oxffff", 
for example) indicating that a key or data is not stored, to the key comparison 
sections 14 and 15, respectively. 

[0039] In a data writing operation, the key comparison sections 11 to 15 
compare the key input from the external circuit with the keys output from the 
memories 6 to 10, respectively, to determine whether they match. When they 
match, the key comparison sections 11 to 15 output a second signal indicating 
that the keys have matched, to the data writing operation section 4 and to the data 
reading operation section 5. Since the key "d" input from the external circuit does 
not match the keys "a" to "c" output from the memories 6 to 8, the key comparison 
sections 11 to 13 do not output the second signal. The key comparison sections 

14 and 15 output a third signal indicating that a key or data is not stored at the 
address "A" in the memories 9 and 10 to the data writing processing section 4, 
respectively. 

[0040] When the data writing processing section 4 receives the second 
signal from any of the key comparison sections 11 to 15 after it outputs the first 
address (the address "A" in this case), the data writing processing section 4 writes 
(over-writes) the data "5" at the address A in the memory which has stored the key 
"d" among the memories 6 to 10. When the data writing processing section 4 
does not receive the second signal from any of the key comparison sections 11 to 

15 but receives the third signal from one or more of the key comparison sections 
11 to 15, the data writing processing section 4 stores the key "d" and the data "6" 
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at the address "A" in the memory which outputs the first signal, checked first 
among the memories 6 to 10 in the order from the memory 6 to the memory 10. 

[0041] In the present embodiment, none of the key comparison sections 
11 to 13 outputs the second signal, and each of the key comparison sections 14 
and 15 outputs the third signal, the data writing processing section 4 stores the 
key "d" and the data "5" at the address "A" in the memory 9. Fig. 3 is a view 
showing that the key "d" and the data "8" have been stored at the address "A" in 
the memory 9. 

[0042] Next, when the external circuit inputs a key "e" which satisfies 
the following expressions, data "s", and a write signal to the semiconductor 
apparatus 1 , 

[0043] A = hash 1(e) (9) 

[0044] D = hash2(A) (10) 

[0045] the first-hash-function calculation section 2 outputs the address 
"A" serving as a first address to the second-hash-function calculation section 3 
and to the data writing processing section 4, and the second-hash-function 
calculation section 3 outputs the address "D" serving as a second address to the 
data writing processing section 4. 

[0046] When the data writing section 4 receives the addresses "A" and 
"D", it first outputs the address "A" to the memories 6 to 10. 

[0047] When the memories 6 to 9 receive the address "A", they output 
the keys "a" to "d" to the key comparison sections 11 to 14, respectively. When 
the memory 10 receives the address "A", it outputs the first signal to the key 
comparison section 1 5. 
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[0048] Since the key "e" input from the external circuit does not match 
the keys "a" to "d" output from the memories 6 to 9, the key comparison sections 
11 to 14 do not output the second signal. The key comparison section 15 outputs 
the third signal to the data writing processing section 4. 

[0049] Since none of the key comparison sections 11 to 14 outputs the 
second signal, and the key comparison section 15 outputs the third signal, the 
data writing processing section 4 stores the key "e" and the data "e" at the 
address "A" in the memory 10. Fig. 4 is a view showing that the key "e" and the 
data "e" have been stored at the address "A" in the memory 10. 

[0050] Next, when the external circuit inputs a key "f which satisfies the 
following expressions, data and a write signal to the semiconductor apparatus 
1. 

[0051] A=hash1(f) (11) 
[0052] D = hash2(A) (12) 

[0053] the first-hash-function calculation section 2 outputs the address 
"A" to the second-hash-function calculation section 3 and to the data writing 
processing section 4, and the second-hash-function calculation section 3 outputs 
the address "D" to the data writing processing section 4. 

[0054] When the data writing section 4 receives addresses "A" and "D", 
it first outputs the address "A" to the memories 6 to 1 0. 

[0055] When the memories 6 to 10 receive the address "A", they output 
the keys "a" to "e" to the key comparison sections 11 to 15, respectively. 

[0056] Since the key T input from the external circuit does not match 
the keys "a" to "e" output from the memories 6 to 10, the key comparison sections 
11 to 15 do not output the second signal. 
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[0057] Since none of the key comparison sections 11 to 15 outputs the 
second signal or the third signal, the data writing processing section 4 outputs the 
address "D" to the memories 6 to 10. 

[0058] When the memories 6 and 7 receive the address "D", they output 
the keys "n" and "o" to the key comparison sections 11 and 12, respectively. 
When the memories 8 to 10 receive the address "D", they output the first signals 
to the key comparison sections 13 to 15, respectively. 

[0059] Since the key T input from the external circuit does not match 
the key "n" or the key "o" output from the memory 6 or 7, neither of the key 
comparison sections 11 and 12 outputs the second signal. The key comparison 
sections 13 to 15 output the third signals to the data writing processing section 4. 

[0060] When the data writing processing section 4 outputs the second 
address (address "D" in this case), if the data writing processing section 4 
receives the second signal from any of the key comparison sections 11 to 15, the 
data writing processing section 4 stores (overwrites) the data "C at address 
"A" in the memory which has stored the key T among the memories 6 to 10. If 
the data writing processing section 4 does not receive the second signal from any 
of the key comparison sections 11 to 15 but receives the third signal from one or 
more of the key comparison sections 11 to 15, the data writing processing section 
4 stores the key T and the data X" a* the address "D" in the memory which 
outputs the first signal, checked first among the memories 6 to 10 in the order 
from the memory 10 to the memory 6. 

[0061] In the present embodiment, since neither of the key comparison 
sections 11 and 12 outputs the second signal, and the key comparison sections 
13 to 15 output the third signals, the data writing processing section 4 stores the 
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key T and the data V at the address "D" in the memory 10. Fig. 5 is a view 
showing that the key "f ' and the data have been stored at the address "D" in 
the memory 10. 

[0062] Next, when the external circuit inputs a key "g" which satisfies 
the following expressions, data "ti", and a write signal to the semiconductor 
apparatus 1 , 

[0063] A=hash1(g) (13) 

[0064] D = hash2(A) (14) 

[0065] the first-hash-function calculation section 2 outputs the address 
"A" serving as the first address to the second-hash-function calculation section 3 
and to the data writing processing section 4, and the second-hash-function 
calculation section 3 outputs the address "D" serving as the second address to 
the data writing processing section 4. 

[0066] When the data writing section 4 receives the addresses "A" and 
"D", it first outputs the address "A" to the memories 6 to 10. 

[0067] When the memories 6 to 10 receive the address "A", they output 
the keys "a" to "e" to the key comparison sections 11 to 15, respectively. 

[0068] Since the key "g" input from the external circuit does not match 
the keys "a" to "e" output from the memories 6 to 10, the key comparison sections 
11 to 15 do not output the second signal. 

[0069] Since none of the key comparison sections 11 to 15 outputs the 
second signal, the data writing processing section 4 outputs the address "D" to the 
memories 6 to 1 0. 

[0070] When the memories 6, 7, and 10 receive the address "D", they 
output the keys "n", "o". and T to the key comparison sections 11, 12, and 15, 
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respectively. When the memories 8 and 9 receive the address "D", they output 
the first signals to the key comparison sections 13 and 14, respectively. 

[0071] Since the key "g" input from the external circuit does not match 
the key "n", the key "o", or the key T output from the memory 6, 7, or 10, none of 
the key comparison sections 11, 12, and 15 outputs the second signal. The key 
comparison sections 13 and 14 output the third signals. 

[0072] Since none of the key comparison sections 11, 12, and 15 
outputs the second signal, and the key comparison sections 13 and 14 output the 
third signals, the data writing processing section 4 stores the key "g" and the data 
"ti" at the address "D" in the memory 9. Fig. 6 Is a view showing that the key "g" 
and the data "r|" have been stored at the address "D" in the memory 9, 

[0073] Next, when the external circuit inputs a key "m" which satisfies 
the following expressions, data V, and a write signal to the semiconductor 
apparatus 1 , 

[0074] C = hash1(m) (15) 

[0075] B = hash2(C) (16) 

[0076] the first-hash-function calculation section 2 outputs the address 
"C" serving as the first address to the second-hash-function calculation section 3 
and to the data writing processing section 4, and the second-hash-function 
calculation section 3 outputs the address "B" serving as the second address to the 
data writing processing section 4. 

[0077] When the data writing section 4 receives addresses "C" and "8", 
it first outputs the address "C" to the memories 6 to 10. 

[0078] When the memories 6 to 10 receive the address "C", they output 
the keys "h" to "I" to the key comparison sections 11 to 15, respectively. 
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[0079] Since the key "m" input from the external circuit does not match 
the keys "h" to "I" output from the memories 6 to 10, the key comparison sections 
11 to 15 do not output the second signal. 

[0080] Since none of the key comparison sections 11 to 15 outputs the 
second signal, the data writing processing section 4 outputs the address "B" to the 
memories 6 to 1 0, 

[0081] When the memories 6 to 10 receive the address "B", they output 
the first signals to the key comparison sections 11 to 15, respectively. 

[0082] Since none of the key comparison sections 11 to 15 outputs the 
second signal but they output the third signals, the data writing processing section 
4 stores the key "m" and the data "v" at the address "B" in the memory 10. Fig. 7 
is a view showing that the key "m" and the data "v" have been stored at the 
address "B" in the memory 10. 

[0083] A data reading operation in the semiconductor apparatus will be 
described next. A case in which the data "r|" stored at the address "D" in the 
memory 9, as shown in Fig. 7, is read will be described. 

[0084] In a data reading operation In the semiconductor apparatus 1. 
the external circuit inputs a key to the first-hash-function calculation section 2, and 
to the key comparison sections 11 to 15, and inputs a read signal to the data 
reading processing section 5. When the key "g" is input, the first-hash-function 
calculation section 2 outputs the address "A" serving as the first address to the 
second-hash-function calculation section 3 and to the data reading processing 
section 5, and the second-hash-function calculation section 3 outputs the address 
"D" serving as the second address to the data reading processing section 5. 
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[0085] When the data reading section 5 receives the addresses "A" and 
"D", it first outputs the address "A" to the memories 6 to 10. 

[0086] When the memories 6 to 10 receive the address "A", they output 
the keys "a" to "e" and the data "a" to V to the key comparison sections 11 to 15, 
respectively. 

[0087] In a data reading operation, the key comparison sections 11 to 
15 compare the key input from the external circuit with the keys output from the 
memories 6 to 10, respectively, to determine whether they match. When they 
match, the key comparison sections 11 to 15 output the second signals to the data 
reading operation section 5, and the data associated with the matched key to the 
external circuit. Since the key "g" input from the external circuit does not match 
the keys "a" to "e" output from the memories 6 to 10, the key comparison sections 
11 to 15 do not output the second signal. None of the data "a" to V is output to 
the external circuit. 

[0088] When the data reading processing section 5 receives the second 
signal from any of the key comparison sections 11 to 15, it terminates the 
processing. In the present embodiment, since none of the key comparison 
sections 11 to 15 outputs the second signal, the data reading processing section 5 
outputs the address "D" to the memories 6 to 10. 

[0089] When the memories 6, 7, 9, and 10 receive the address "D", they 
output the key "n" and the data the key "o" and the data "o", the key "g" and 
the data "ti", and the key T and the data to the key comparison sections 11, 
12, 14, and 15, respectively. When the memory 8 receives the address "D", it 
outputs the first signal to the key comparison section 13. 
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[0090] Since the key "g" input from the external circuit matches the key 
"g" output from the memory 9. the key comparison section 14 outputs the second 
signal to the data reading processing section 5, and outputs the data "ti" to the 
external circuit. 

[0091] When the data reading processing section 5 receives the second 
signal from the key comparison section 14, it terminates the processing. 

[0092] In this way, according to the present embodiment, the memories 
6 to 10 are effectively used. According to a result of computer simulation, the rate 
of use of a memory is about 60% in the conventional technology, but it is about 
90% in the memories 6 to 10 in the present embodiment, 

[0093] In the present embodiment, the memories 6 to 10 have the same 
storage capacity. As shown in Fig. 8, the ratio of the storage capacities of the 
memories 6 to 10 may be set to 16:8:4:2:1. Alternatively, other ratios may be 
used. 

[0094] The entire disclosure of Japanese Patent Application No. 2003- 
002831 filed January 9, 2003 is incorporated by reference. 



